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Figure 1 The flow of vulnerability detection
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- 175 3.073321 192.168.150.140 iFEP 61.54.7.208 66 58583 ~ 80 [SYN] Seq=0 Win=8192 Len=@ MS5=146@ WS=256 SACK_PERM=1
176 3.104417 61.54.7.208 TCP 192.168.150.140 60 88 = 50583 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS5=1468
177 3.184481 192.168.150.140 JICP 61.54.7.2088 54 58583 ~ 80 [ACK] Seg=1 Ack=1 Win=64240 len=8
178 3.173245 192.168.150.148 HTTP 61.54.7.288 228 GET /cbox/update config.txt HTTP/1.1
179 3.174252 61.54.7.288 TCP 192.168.150.148 66 88 + 58583 [ACK] Seq=1 Ack=175 Win=64248 Len=0
180 3.2012088 61.54.7.2088 ICP 192.168.150.140 1514 88 » 50583 [ACK] Seg=1 Ack=175 Win=64248 Len=146@ [TCP segment of a reassembled PDU]
181 3.221209 61.54.7.208 HTTP 192.168.150.140 1027 HTTP/1.1 200 OK (text/plain)
182 3.221530 192.168.150.140 TCP 61.54.7.208 54 58583 + 80 [ACK] Seq=175 Ack=2434 Win=64240 Len=0
2584 21.768472 192.168.150.148 TCP 61.54.7.2088 54 58583 ~ 80 [FIN, ACK] Seq=175 Ack=2434 Win=64240 Len=0
2585 21.769831 61.54.7.288 TCP 192.168.150.148 68 88 + 50583 [ACK] Seq=2434 Ack=176 Win=64239 Len=@
2586 21.808520 61.54.7.2088 TCP 192.168.150.140 60 88 + 50583 [FIN, PSH, ACK] Seq=2434 Ack=176 Win=64239 Len=0
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Figure 5 The data packet of request stage during CNTV client upgrade process
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{
"result”: {
|"update_ur‘l": "http://download.cntv.cn/chox/vd/ysyy v4.4.3.8 Setup 1004.exe",
version : |
{
"features”: ""
“type”: "2,
"version": "4.1.0.8"
1s
{
"features™: ""
"type”:
"version”: "4.2.8.0"
1

6 SRR TR BUE B
Figure 6 The infomation of request stage during CNTV client upgrade process
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Figure 8 The portrait of CNTV client upgrade process

~ 2065 19.756001 192.168.150.140 TCP: 113.207.4.71 66 50633 + 80 [SYN] Seq-@ Win-8192 Len-@ MSS=1460 WS=256 SACK_PERM-1
2248 20.109584 113.207.4.71 TCP 192.168.156.148 60 80 - 50633 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 M55=146@
2250 20.189667 192.168.156.140 Jcp 113.207.4.71 54 50633 » 88 [ACK] Seg=1 Ack=1 Win=64248 [en=@
2256 20.174604 192.168.150.140 HTTP 113.207.4.71 354 GET /cbox/v4/ysyy _v4.4.3.0_Setup_1@04.exe HTTP/1.1 I
2257 20.174829 113.207.4.71 iTER 192.168.150.140 60 80 > 50633 [ACK] Seq=1 Ack=3@1 Win=6424@ Len=0
2263 20.388395 113.207.4.71 Tce 192.168.150.140 1514 89 - 50633 [ACK] Seq=1 Ack=3@1 Win=64240 Len=146@ [TCP segment of a reassembled PDU]
2264 20.388397 113.207.4.71 TEP: 192.168.150.140 1514 89 + 50633 [ACK] Seq=1461 Ack=381 Win=6424@ Len=1468 [TCP segment of a reassembled PDU]
2265 20.388397 113.267.4.71 TCP 192.168.150.148 606 80 > 50633 [PSH, ACK] Seq=2921 Ack=301 Win=6424@ Len=552 [TCP segment of a reassembled PDU]
Bl 7 R R TR S Bl
Figure 7 The data packet of download stage during CNTV client upgrade process
{
"Process_start":
{
"protocol":"http",
"GET /cbox/update_config.txt HTTP/1.1",
"none",
"redirect up":"none",
"server ip 61.54.7.208",
"serveripor "go",
"local_{)ort‘ "50583",
"prog_name ysyy v4.4.3.0 Setup 1004.exe",
"file url":"http://download.cntv.cn/cbox/v4/ysyy v4.4.3.0 Setup 1004.exe",
"up file rl":none", - - -
"url type":"http",
"prog verify"
{
"none",
"none",
none"
}
N
"Process_download":
{
"protocol":"http",
"request":"GET /cbox/v4/ysyy v4.4.3.0_ Setup 1004.exe HTTP/1.1",
"redirect":"none", - - -
"redirect up":"none",
"up_url "none",
"sever ip":"113.207.4.71",
"server port":"8o",
"localif)ort" :"50633"
}
}
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Figure 10 The method of vulnerability validation

(1) H AR Ak 2

X H bR AT TAR BE, AbBEN AR o

1) AR GRS A T AL A R4, S
IRAG I, A AE AN S e 84y Th A8 1 100 K 3
Ao 1 48 A A [ A 2

2) AR GRS A R AR AR, HLH
HE IR — A5, 8 FH openssl J4E BRI IS N AR 56
BRECH IR DAL G B v AR, K
H RS 36 AR 46 i T 4 A R S 9 AT

3) R AR A A T A AT A SO RN
Kr, VR DR )N AT KN, Bk R
e I AT AR R E A

{
"Process_start":
{
() «—"protocol":"http",

() ¢=——"redirect":"none",

0 «——"redirect_up":"none",

| ¢=—"server_ip": "61.54.7.208",
| ——"server_port": "80",

| «=——"local _port": "50583",

| «—"request": "GET /cbox/update_config.txt HTTP/1.1",

| «—"prog_name":"ysyy v4.4.3.0_Setup 1004.exe",

() «——"up_file url":none",
(0 ¢—"url type":"http",
"prog_verify"
{
0 «=——| "hash":"none",
0 «——| "crc":"none",
0 e=—— "size":"none"
}

b,

"Process_download":
{

0 «——"protocol™: "http",

() «——"redirect":"none",
() «——"redirect_up":"none",
() «——"up_url":"none",
1 4—"sever_ip" :"113.207.4.71",
| «——"server_port":"8o",
1 4—"loca1_port" :"50633"
}
}

14—"file_url":"htto: download.cntv.cn/cbox/v4/ysyy v4.4.3.0 Setup 1004.exe",

| ¢=——"request":"GET /cbox/v4/ysyy v4.4.3.0_Setup 1004.exe HTTP/1.1",

B9 Sl S IR IR R 1) 4k
Figure 9 The vulnerability detection vectors of CNTV client
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Figure 11  The generation of configuration files for vulnerability validation

"Process_start":

"protocol":"http", =
"rcqucst"'
"redirect"
"redirect up
"server_ip
"server port
"local port"™

|
1
|
!
1
1
: "none"
1

|

1

1

|

1

! "prog n
| -
1

|
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1
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1
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I"file 1 urlf”
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ur17 pr hrtp“,
"progiverify"

"hash":"none",

"crc":"none",
"size":['none"

if ((ip.proto == TCP, && search(DATA.datg , '"
{

"GET /cbox/updatciconfiq.txt HTTP/1.1",
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Figure 12 The vulnerability validation process
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Figure 14 The network topology diagram of testing environment
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Figure 13 The structure of automatic vulnerability analysis and verification system
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Figure 15 The statistics of vulnerability distribution
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